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, ^TheMAiUN0 
Period for Reply j 

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE lM(pNTH(S) OR THIRTY (30) DAYS, 
WHICHEVER: IS LONGER, FROM jXHE MAILING DATE OF THIS COMMU^IGATlb^' 

- , Extensions of time, may be available under the provisions of. 37<CF*R 1 . 1 39(a). i in no event j however, may a rapjy. be iti mely filed 

after SIX (6) MONTHS from the' mailing date of this communication. ." ' : ' ; ' ■ j '* - ' ' /' j j ■ • 

- - If NO period fbr reply is specified aboyt*. the maximum statutory period wilJ appty and will ekpire SIX (6) MONTHS from the mailing datelof'this communication. 

- Failure to; reply within the; set or ;exteno^d perto^, for reply will; by stetute, cause^^ r 

Any reply received by the Office later ttehmree J; m^ . ; *. < 

. earned patent teip agjLj&trtwnt. See 37 CFR1 '704(b). ; . 1 ' , ' ' f ;i. ■.«' .'j '! ! ]•)•*' ' -7, 

status M--' : ^o< :i" 4i : Mi^^S* /If;;! ■.■ ; i-^ i: i:^i.i-::;^^:;\i; s v: 

1)H Responsive to communicatibn(s) filed on 04 /l/feai/) 2004 . J '."'[' ■■ ;' 1 

2a)Q This action is FINAL. / 2b)E3 This action^ non+fihai.' v i Ij 

3)D Since this application js in condition for allowance except for formal, matters, .prosecution as to the merits is 
closed in! accordance with tlii practice under Ex parte Quay/e, 1 1935 C D.'l li ^a O.G. 213. : 

"' . • ! ;. l.V'\f ::,!.:•! -■^■x. \:i f :. ■•: '..'!'-;• ^ I m. ■ ■- r ■ 

Disposition of Claims i ' ' .1 

'AM Claim(s) ^7? is/^rb jpie^f fig 1n tf|6 ^(i^ti0h>j j| j 

4a) Of the above claim(i) is/are withdrawn ifrom^bnsideratibn. ' ! j '}'' 

5) D Claim(s) ^ is/are allowed. • :■ . j 

6) E3 Claim(s) £7 is/are rejected. . 

7) Q Claim(s) is/aire objected to: ■ ' ' ! : ! . 

8) Q Claim(s)_^_arer subject to restriction and/or election requirement..; > f! 
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9)D The specification 1 is objected to by the E^min^r.' j; 

1 0)D The drawing(s) filed on , is/are: a)Q 'accepfed or b)Q objected to fcly' the |E^amin6r. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See.37 c'ff^ 1 .85(a)- 
Replacement drawing sheet(s) iipctucjihg the correction is required |if the drawing(s) is objected to. Sep 37 CFR 1.121(d). 
1 !)□ The oath or declaration^ objected to by the Examirjeir. Note the attached Office Action or form PTO-152. 



Priority under 3S U.S.C. §119, 
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12)Q Acknowledgment is; made of a claim fbr^ign.:^rity ! ^der 35;USs:d5'|;119(q^ ,,r ; " ; ; 

a)D All b)D Some * c)D None of: • , , ''' \ t ^ '■}'"'■ *'\ , . >>'' :: ], 
Certified copies of the priority documents have been received. < ! : | :i ■ *' ■"; 

2.Q Certified copies Qf the priority documents have been received in Application No. 

3-D Copies of th^ certified Copies of the priority idobuments have been received in this National Stage 
application frorrj frie International Bureau (Pdf Rule. 17.2(^)). ; , ,: .,! ; ! ; , , : , r ; : - 
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2) □ Notice of Draftsperson's Patent drawing Revievy (PTQ^948) - 
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. Paper No(5)/Mail flate. . 

5) CD Notice of Informal Patent Application 
eVR Other: % \ . ' ' \ " j ,\ . \ .V 



U.S. Patent and Trademark Offipe 

PTOL-326 (Rev. 08-06) 



^ 

Office Actloh Summary 



;•$'!: ■! Part bVPa^r:No.Mil t 6ate 20070916 



DETAILED ACTION M; ! ' 
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Priority x ■: 

1. • r Afi^jWfj^^ 

119(e) 01* under 35 U.S.C. 120, 121, or 365(c) is-^npwl^d^ j'^3p|i : c^int has 
not complied with one ph more conditions for recieiving the benefit of an earlier 
filing date as follows: • ;■'] j . . : . ' • ,,■ •. <.!•!.»,;;:., : ;i : , 

• Trte lafer'-fllea ^pp1idaiiort;^u4iil)p atf |ppiic^f<^ 
invention which isralso disclosed in the pridr application (theparent or Original, 
nonprovisional applicat|ipn ;or provisional application). The disclosure of the 
inventioriin the parent application dhd : ^e-jlat^r-fileld application must be; . 
sufficient ^m^ of |He' |ret;^|^ip o\ $5 

See Transco Products, Inc. v. Performance Contracting, jnc^ 38! E'.3d: 5:51 , 32 

USPQ2d 1077 (Fed. G|r.H 994). ';; M , ; J ^ ' 

:. ! . : ::• •;•:!: ; ' . :' ;; -:| • ■■ -I' ;: j •■ ., .j !"r'j ; • .: i 
., The disclosure of the pricjr-fiied :a^>licati6'fi., .^Applic^tipW |slb{ -€9/$ 1 !B,p74,; ; 

fails to pr^vid^ adl|iqu^ iuppoiJ or eyijbleiti|nt jin &<mafj^ 

first paragraph of 3.5 U.;S.G. 1 12 for one! or more claims of this a^pii6ati0h. Claim 

1 is not supported in 09/516,874. . ; :\- !• 1 ! 1 , j • 

Acknowjedgment;is i^^eipf applicants; dairh^ 



(d) based upoh an dp^iicatio^filecli tr^;Au^tralis( on' *f6^ ly ^97:' A tiaim for ? "i 
priority under 35 U.S.C. 1^9(a)-(d) cannot be based on saicj 'appiidatidni, since the 
United States application was filed; more than twelve moriths thereafter. 

! '.. , ; i information Disclosure Statement ]'■'.'■. ■', A ••>!•.• \*V- 

. ,♦• • .: ' • . . ... i ; !'■••.*.'.:!' 
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. Best Available .Copy 



Application/Coptrpl Number: 10/791,792 r ""i;; . '. j ,; ; V; : ; ;v Page'3 

2. 

submitted on 4 March 200'4 
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Clpim Rejections - 35 OSCj? f t2 

The fcllpyvlh^is a1^trat^S^^<i^)lU^ fil^li^arfc^r^*i ^M^jJ^'! '^fe^i^S * tv* 

The specification shall contain a written description of the invention j apd jofjthe Wanner and 
process of making apcj using it, in such full, dear, concise, and exact teens' as to enable any 
person skilled! in the jaiit to which it pertains,; or with vtoiich it is most nearly connected, ; to make : 



out his invention. ••;-'!,. .. .'• •, j ; ..• ".-r 

; - :' 'i ■<';■ /'■;!- ,!*'■ "V ' ! ; '-':'.'V"": i' ! : ■ • .. '• 

4. ■ !,.. Cl^irpte^ v 

comply With the enablement requirement, the cfaim(s) confeinsiubje'et: matter 
which was not described: in the; specification in such a way as to Enable one 
skilled in the art tp whjeto it pertains, or wijth which it most nearly connected, to 
mak&anjjfor^jhe^ '--ly _ 

the limitations of the claims, the .idetailea- description 1 doesinpt disdose' how 

: , .;. :. ' ;" ; j ' .:: 

exactly the authentication Iworks.: ! r , ; 

; ; ' V ;i; RejectiQns-$5USC§i02 1 | 

5: " !t The foiling; is d^aotatibh':Of ^tQ^ ap^|op^ej : jb^0taif5^S ^>f 35i V^^i-ii v <; ; --''i ■ 

U.S.C. 102 that form the basis fpr the rejections under this section ;madb in this . 

Office action: . i ]■ : i . . 

A.person shall be entitled to a patent unlejsi^ J i ! ! '" : !.*-; > 

; ■ ■ • * • j • ! i • ,| . ■ " 1 ■ > ' . j • 1 . • • •• .■ i , 1 . ! j * .* 

(e) L the ; inY^^ 

\ 122(b), by; aooitHbr jniqd jin'the' Di[iit&tl ;^t#t^s bdf^& tHelr^ptibfl: tH^ta^lirahit. fp'r^^ht' or r : !' V 
(2);a patejnt granted on an applitetibn'for bateht by ! aho1ti^r r filecf ih; the; Uhrted States before ; 
the invention t>y the Applicant for patent^ ^xcept! that an iriterhatibn^l 'iapplip^tiop filed under 
the treaty, defined in ; section 351(a) shall have' the effects for purpbsles 5 bitriis subsection bf an 
application filed in thfe United States only if the international application designated the United 
States and was published urider Article ^1 (2) of such treaty in the English language. \ 



6. . Claims ;1-7;|are r^epte^^ . . 
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Etest Available Copy ; . ' "•!''■! 

Application/Control Nutnber: 10/79.1,792 ; , |; ;i I \»\\ Page 4 

Art Unit: 2134 
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ai'dto elairns 1 and 7, A(jkins discloses a^ihtedrat^^^ 'f* ' 

the authentication of a consumable storage device by an: apparatus (6fJ07), the 
integrated circuit complising a memory, space Which contains Encrypted data 
defined by a rnies^ea^^ 'jrk h'l. 

consumable stored by th0 device ,(0011 dj; and by at l^ast ojpi; sep|r^ key; (K) : • ' 



>•. : '- ! ■ : ; ■:' .! ; .| : !J ' i. I ■' !' !.-! 



shared by the apparatus for decryption of the data; the MAjG being a construction 

j i 



of a cryptographic fiirtcjtipn, (0053). ; 

'• l; ' VVrthrega^ an ^M^t usfriS'?-' ^.fy, 

SHA-1 (0053).: v V J; J!-:"!, ' "i ! > :.. .^OV; V ./ ! , . 

I • ' ,; • ■• ■ * : i ' !.(..-' ■ ! *•':!.: i i.- ; :i : ■ . ; ■ • 

1 • v : : 4 . . si ! ; ; : '. <;i ;. ! ! ; ' "! l--;'j I .-i ! ■ - 

With regard to cjairh 5, Adkins c|i$9l.dses -Msftlg 'a rotatihgj;(^untdr(0031'). 
With regard to claim 6, Adkins discloses usihgi two keys, jone encrypting a 

•.- •!•':; .;"•;;•.,! • •' '• ' . ! " 1 ;, •• ;': : :Vi'-;^r; ; : : ! I . • ' / .: 

9Umb0r.arMJ the;ip|t|ier ^tqred . irji lithei m^rti^fy i(0QSi7 lj -0p59) ) y ^ ! 

..•;V :; : : " 'j;-": ;y ' ; : '{yytt 1 ■ny Ay: ^ lyy--*^ y ? 1 



random 



Claim Rfefeciiotis - 35 USC § 103; < ' ' 



7. The following is ia cjuotation of 35 UiiS.C. jl 03(a) which fojrhis the basis for 



all obviousness rejectiops set forth' in thjsi Office action: : M 1 - i ' ; 

K (a)iA f at^hj $m wt ttfe ^ ^^^pugW fee iriju{e|ntl6|\! ^ildehti^aN^ tfli^clios^ on dpspribed' 4 v 
f as set for|hjrt!s3ctioniiq2'of thi# title, iif tha diWetenp^s bet^0en|tliie 3uW^Wiatfer;s&t^Kf'fe!l^f . . ' r 
. be patented artd th^ pricir art ai^;§ucHithatthQ ; sUbjedt Waiter asj^^di^^lidl haVe been: : 
obyipus ^ at thetfime the invention ^as macje. to a person having ordinary skill ip ;tHe art to which 1 ' 
said subject matter pertajns. Patentability shall ; not be negatived by the (ri^innei- in which the . 
invention was madei ; ' i; ; \ t • • j ; ! 4 rj ' • 

8. i Claims l an^ 

over Matya^et aj^^^pW * : ; L 

With regard to claims 1 ah'd 7, -Matyay'disdb^es aiith€nticatihd devices • 

' ' : ' i j . '• ;;, /[• . ||' ; = V -^ji'' -M. -:f : ' 1;; ■ : 
using a MAC using a verification key (column 4^ lines 33-41)^ Mptyas does not 

■ ; •! j ■ ; : , " •« , . ; j' • ' ' 1 ! i • . i ' 
specifically disclose aujthenticafing consubab^ 



. { ; Best Available Copy j ;, ! J: !|n ! ! i- 

= : l ■ ;! ■ "-/i" ' I ,! •. : ' ' 1:.'; !i ' I !" i . i ■■ 'i 

Application/Control Number: 10/791,792 J : [ : " ? ^ 

Art Unit: 2134 '<i\ l \ ;i : ! - ' !!!': • ' 1 " 1 ; 



{!■ j l( - : ' .... .. ,! ■ ,! , • 'I. 



using^ hash td^^^ 
device (column 29 lines' 47-53). 4t .wbuldf !hdV&'i'1tSB^nrK^fo|^ '^ii.bi^'. j6f^Q^ihafy • ^ 

skill in the art to use the u^e IC card of (bmori as the device! being! authenticated 

:■' ' . ' -'. . < ! ■! ; i ' ; : ~, ';.!.■'■ i : > , • • ; . 

by Matyas for the given motivation of 0mpri of authenticating tpe card (column 

Claims 1-7 arerejepted u'nder'S&j^ : . 

over Omori et al.;:llSP|M .5l;790»;6^7 in yiew of Schneier in AbplifediCrypfographv . 

! With regarcj to claims 1, 2, and T^pfiiori'Ascl^sesi alliterated circuit for 
the aluth^ntica)Mp^of4 cjq>ji$yima^ ^^^g^ijc^^^li?^ :iapi f Qippk i r^t|ij4 .(^(0rj.^|.|; : 
lines 47-53), and authenticating fusing !a h^ash function, buj does; no* mention 
using a MAC with, a private key.Schnejer discloses that a MAC! is a hash function 
that is keyed (pa^e 455.J. It. would have jaeen obvious touselthe 1 MAC function of 
Schnleier^aSit^ 



r ■ I 



provide authenticity without secrecy. ? , j • ' 




With regard to cjainls 3 and 4, Schneier diisploses the hash could be SHA 
(pag^ 456). t 



WHttf e&t$ ■|fc;-tlai^;S a^^^jorl fesc^e^^al^ ^Ij-filiiilfj 
decrypt the data can also have it's own. key fjnomila! random, jiiirolj^r- (<^>uimn-^ • 
lines 33-39), The examiner takes official notice that random numbers can be 
derived from a;rofeting;counter; It would nave foeeh dbvidus forJone of Or,dinary :. 
■skill- in: th£^ 



.i.V ' I .. i ' ]-..j 4 ! ' !!?•;:.: : '•! r' 



for the stated motivation of allowing both sides to produce tj^e sartte numbeh , 

.: 1 ■ ] i J !j • Conclusion ! j : ' ' ' - - : ! ' !'! i " 
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Any inquiry .condf ming this communication brjearlier crtiimunications from 
the iejjcarrjipf r:^|^;^l4i^^.jt^ ^a;<jjc >b Lj^jinaf^i^i^ ntj^r is;j.,;,ic ' £ £\ ■ , . 

571-272^3837: Trje examiner can, normally ipe reached on'j£Fr)< ^/j-j i v 

, If attempts to refccHithe examiner by telephone are unsuccessful, the 
examiner's superyjsor.jKambiziZahd ca|ij be reachjed on 571-2^2-1381:1, The fax 

assigned- is 571-273-8300. , : , : i | ■ : ! ' 

: Information regarding the status: of an application maybeiobtained from 

the Patent Application jrtfqmi^tbn Retrieval (PAIR) system. ! Statijs information ; 
.' forpublisljieti^ |y|;- , ... 

PAIR. . Status information for unpublished applications is ayailabi^thripugh • , • . 

Private PAIR orttyc Foij mijre information about the PAIR system, see http://pair- 

direct.uspto/gby. 4houW you have questibnsjoh , 
■• -system, ^fetftlj^ 

free). If you wouldjjike assistance from; a USPTQ Gustom^r!3en(i!pei ; ! 

Representative or access to the automated information system, call 800-786- 

• 1 I-, • '•, -'■■[■I . V '; ;:• :j '■! i ,i i' 1 ,:: | *' :,- ■• ! ■ . 

9199 (IN USA OR CANApA) or 571-272-1000. ' ' • ' • ; i : ■, ■ 
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